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Security in Transportation Management

Transportation Systems sector designated as one of the 16 critical 
infrastructure sectors by DHS
Traditionally more focus on safety than security… Security through 
obscurity
Increasingly more complex and connected systems
Security attacks in the Transportation sector
o Message sign takeover, Red light camera hack
o Signal priority system spoofing
o Vehicle detector system compromise
o Hacks & attacks on ATMS, transit systems, and toll & parking payment systems

Increasing awareness of security
o Layered security – Defense in Depth

“…whose assets, systems, and networks, 
whether physical or virtual, are considered 

so vital to the United States that their 
incapacitation or destruction would have a 

debilitating effect on security, national 
economic security, national public health or 

safety, or any combination thereof”
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Evolution of TMS & Security Implications

Standalone & isolated traffic signal controllers  Connectivity via 
hardwired private serial communications
o …Isolated from wider connected networks & largely shielded from malicious 

system intrusions

Modern traffic control equipment & systems are highly connected 
o Variety of sensors & devices at the traffic intersection
o Central traffic management systems (C2F) & cloud-based applications
o “Other” systems & subsystems – CAV systems, monitoring & surveillance systems, 

transit systems, emergency management systems… Move towards Smart Cities

Attack surfaces have grown manifold
Traditional OT systems now exposed to security threats like IT systems
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The “Smart” & Connected Intersection
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Security Standards in Transportation
Presidential Executive Order (EO) 13636: Improving Critical 
Infrastructure Cybersecurity (Feb 12, 2013)
o “Develop a technology-neutral voluntary cybersecurity framework”

Presidential Executive Order (EO) 13800: Strengthening the 
Cybersecurity of Federal Networks and Critical Infrastructure (May 11, 
2017)
o Made it mandatory for all federal agencies to follow the NIST Cybersecurity 

Framework
NIST Cybersecurity Framework (not specific to Transportation)
o Identify, Protect, Detect, Respond, Recover

NIST Guide to Industrial Control Systems (ICS) Security 
NEMA TS-8, NCHRP 03-127
Caltrans TEES Errata 3 – Focus on security
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Different Facets of Security – Best Practices

Physical Security
o Common #2 cabinet key – Econolite provides e-lock options to agencies

Security of Endpoint Devices
o Embedded security in hardware devices – Hardware Root of Trust, TPM
o Encryption, Application Control, Hardened OS & applications
o Regular malware/vulnerability scanning & security updates
o Regular backup with verified restore
o Controlled access to devices, “authorized” USB drives only

Identity & Access Management (IAM)
o Digital identity, Role-based access, Directory Service
o Authentication & Authorization, “Principle of least privilege”, PKI
o Password policies, Complete audit logging & monitoring
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More Best Practices

Network Security
o Firewalls, IDS/IPS, network segmentation, security policies, DLP
o Encrypted communication – IPSec, TLS, SSH, Secure file transfer

• Handling of SNMP-based NTCIP communications, SNMPv3
o Network Access Control (NAC), Security Information & Event Management (SIEM)

• Continuous monitoring of network traffic & “anomalies”, Penetration testing
o Secured Wi-Fi & Cellular networks

• Controlled deployment & use of cell modems & Wi-Fi dongles

Security Monitoring
o Vulnerability Scans, Penetration Testing, Anomaly Detection, Event Logging, SIEM

Post-Incident Containment & Recovery 



8

More Best Practices & Planning

Planning & Action for Security
o Conduct security assessment to identify gaps – “Current Profile”

• Network diagrams, security settings, live passive network traffic analysis
o Perform risk analysis to prioritize target areas
o Develop and implement action plan for security architecture development, risk 

mitigation, and incident response & recovery – “Target Profile”
o Conduct regular security assessments & penetration testing, take remedial actions 

as appropriate
o Consider using the expertise of external security consultants
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Resources for Agencies

Control System Security Program (CSSP) developed by the National Cyber 
Security Division (NCSD) of DHS
National Cybersecurity and Communications Integration Center (NCCIC) – run 
under the Cybersecurity and Infrastructure Security Agency (CISA)
o Cyber Security Evaluation Tool (CSET)

Industrial Control Systems Joint Working Group (ICSJWG) – hosted by CISA
Multi-State Information Sharing and Analysis Center (MS-ISAC) – run by non-
profit Center for Internet Security (CIS)
o All U.S. SLTTs eligible for a free CIS SecureSuite membership
o Incident response, Cybersecurity advisories & notifications, Monthly webcasts, Access to 

resources like Vulnerability Management Program (VMP) & Nationwide Cyber Security 
Review (NCSR)
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Summary
Security should be key for all critical assets, infrastructure & services
o Enhanced in view of “smart” and connected systems & infrastructure

Security is only as strong as the weakest link in a network
Invest in cybersecurity although it is not a direct functionality provider 
for agencies or a revenue generator for corporations
Security awareness & training
Follow NIST Cybersecurity Framework
o Assess current security profile & determine target profile
o Develop & implement action plan to achieve target profile
o Continue regular security assessments including penetration testing
o Strongly consider using the expertise of external security experts & consultants
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